Job Title: QA Engineer / Security Tester — Fresher/Junior

Location: Vietnam (Ho Chi Minh City) | Work from Office
Employment Type: Full-Time

About the Role

We are hiring QA Engineers / Security Testers at all levels — Freshers, Junior, Mid-level, and Senior —

who are passionate about cybersecurity and quality engineering.

In this role, you will ensure the reliability, accuracy, and security of a next-generation cybersecurity
platform focused on vulnerability intelligence, threat detection, threat intelligence, OSINT, and

security automation.

You will work closely with software engineers and security researchers to validate security detections,
intelligence pipelines, and large-scale data systems, ensuring the platform delivers precise and

actionable results.

This role offers a unique opportunity to combine quality assurance, test automation, cybersecurity

validation, and threat intelligence understanding.

Who We Are

SecPod is a global cybersecurity technology company focused on preventing cyberattacks

through proactive and continuous security. [in.linkedin.com]
At the core of SecPod's innovation is the Saner Platform, an Al-driven cybersecurity solution that:

e Continuously identifies vulnerabilities and exposures

e Aggregates and analyzes threat intelligence from multiple sources

e Prioritizes risks based on real-world exploitability

e Automates remediation and enforces cyber hygiene

e Secures endpoints, networks, and cloud environments [secpod.com], [secpod.com]
Used by organizations across 50+ countries, SecPod helps security teams reduce attack surface and
prevent breaches through intelligent automation and continuous risk management.
[in.linkedin.com]
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https://in.linkedin.com/company/secpod-technologies
https://www.secpod.com/
https://www.secpod.com/saner-platform/
https://in.linkedin.com/company/secpod-technologies

What You Will Be Doing

Common Responsibilities (All Levels)

Design and execute test plans, test cases, and test strategies for cybersecurity platform
features

Validate vulnerability detection logic, security checks, and remediation workflows

Test threat intelligence pipelines and OSINT data ingestion systems

Work with structured security data formats (JSON, YAML, STIX/TAXII)

Perform functional, regression, integration, and API testing

Develop and maintain automated test suites for backend (Python) and frontend (ReactJS)
systems

Validate accuracy of CVE-based detections, threat intelligence feeds, and misconfiguration
checks

Collaborate with developers and researchers to ensure high-quality security detection
content

Identify, document, and track defects with clear reproduction steps

Contribute to improving overall platform quality, reliability, and performance

By Experience Level

Fresher / Junior QA Engineer (0-2 years)

Execute manual test cases for backend APIs and frontend Ul
Validate security detection outputs and vulnerability scan results
Support testing of OSINT and threat intelligence data ingestion
Perform exploratory testing on dashboards and workflows

Assist in writing basic automation scripts (Python or JavaScript)
Validate data quality and consistency across large datasets

Learn fundamentals of security testing and vulnerability validation

What You Should Bring

Must-Have (All Levels)

Strong understanding of software testing principles and QA methodologies
Solid problem-solving and analytical skills

Basic programming knowledge (Python or JavaScript preferred)
Understanding of API testing, web applications, and data validation

Interest in cybersecurity, vulnerability management, and threat intelligence
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e High attention to detail and quality mindset

e Good communication skills in English

Level-Specific Requirements

e Fresher: Strong academic background with projects/internships in testing, development, or
cybersecurity

e Junior: Experience in manual + basic automation testing, APIs, and Ul testing

¢ Mid-level: Experience in automation frameworks, API testing, and distributed systems

e Senior: Proven experience leading QA for complex, scalable platforms and defining

automation strategies

Nice to Have

¢ Knowledge of cybersecurity concepts (CVE, OWASP, MITRE ATT&CK)

e Experience in security testing or vulnerability validation

e Familiarity with OSINT tools or threat intelligence platforms

e Experience testing data pipelines or large-scale data processing systems
e Hands-on with Playwright, Locust, or similar frameworks

e Experience with CI/CD tools, Docker, Kubernetes

e Exposure to cloud environments (AWS, Azure, GCP)

Why Join SecPod?

e  Work on real-world cybersecurity products used globally

e Be part of a prevention-first cybersecurity company

e Gain exposure to threat intelligence, OSINT, and Al-driven security systems

e Strong learning environment with global mentorship

e Opportunity to grow into Security QA, Automation, or Security Engineering roles

¢ Make a real impact on improving global cybersecurity posture
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